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It is the intention of the Napa County Resource Conservation District (District) to work with staff and the District Board of Directors to proactively detect and prevent fraud to the District.  District Board and management understand that the attitude of management is the highest preventative measure against fraud.  To this end management encourages an open door policy for staff to discuss or bring up any concerns they may have regarding potential occurrences of fraud.  Management will have a discussion with all new employees about this policy as part of the orientation process.  Management may also bring this policy up for discussion with all staff on an annual basis.

Section 1:  Background
The fraud policy for the District is established to facilitate the development of controls that will aid in the detection and prevention of fraud against the District.  

Section 2:  Scope of Policy
This policy applies to any irregularity, or suspected irregularity, involving employees, Board Directors, consultants, vendors, contractors, outside agencies doing business with employees of such agencies, and/or any other parties with a business relationship with the District.

Any investigative activity required will be conducted without regard to the suspected wrongdoer’s length of service, position/title, or relationship to the District.

Section 3:  Actions Constituting Fraud
Fraud may be defined as any willful or conscious wrongdoing that adversely affects the District’s interest.  It is characterized by acts of guile, deceit, trickery, concealment, or breach of confidence, which are used to gain some unfair or dishonest advantage.  The objective is usually to obtain money, property, or services for private gain.  Acts of embezzlement, misappropriation, and other fiscal irregularities may include:
· Any dishonest or fraudulent act.
· Misappropriation of funds, securities, supplies, or other District assets.
· Impropriety in the handling or reporting of money or financial transactions.
· Computer-related activity involving an unauthorized alteration, destruction, forgery, or manipulation of data or misappropriation of District-owned software.
· Misrepresentation of information on documents.
· Disclosure of confidential information where the District is entitled by law to maintain the confidentiality of such information and the District has taken all reasonable steps to maintain such confidentiality.
· Accepting or seeking anything of material value from contractors, vendors, or persons providing services/materials to the District where the communication is made that a payment or donation is required in order to do business with the District.
· Destruction, removal, or inappropriate use of records, furniture, fixtures, and equipment; and/or
· Any similar or related irregularity.

Section 4:  Reporting Procedures
Great care must be taken in the investigation of suspected improprieties or irregularities so as to avoid mistaken accusations or alerting suspected individuals that an investigation is under way.

An employee who discovers or suspects fraudulent activity will contact the Executive Director (or District Administrator, if appropriate) immediately.  The complainant (reporting individual) may remain anonymous.  

The reporting individual should be informed of the following:
· Not to contact the suspected individual in an effort to determine facts or demand restitution.
· Not to discuss the case, facts, suspicions, or allegation with anyone unless specifically asked to do so by the Executive Director or District Administrator.

Section 5:  Confidentiality
The District Manager and District Administrator will treat all information received as confidential.  Any employee who suspects dishonest or fraudulent activity will notify the Executive Director or District Administrator immediately, and should not attempt to personally conduct investigations or interviews/interrogations related to any suspected fraudulent act.

Investigation results will not be disclosed or discussed with anyone other than those who have a legitimate need to know.  This is important in order to avoid damaging the reputations of persons suspected but subsequently found innocent of wrongful conduct and to protect the District from potential civil liability.

Section 6:  Investigation Responsibilities
The Executive Director (and/or District Administrator, when necessary), along with District legal counsel, has the primary responsibility for the investigation of all suspected fraudulent acts as defined in this policy.  

Section 7:  Authorization for Investigating Suspected Fraud
Members of the Investigation Team will have 
· Free and unrestricted access to all District records and premises, whether owned or rented; and 
· The authority to examine, copy and/or remove all or any portion of the contents of files, desks, cabinets, computer files, email correspondence, other storage facilities and electronic devices on the premises without prior knowledge or consent of any individual who might use or have custody of any such items or facilities when it is within the scope of their investigation.

Section 9:  Termination
If an investigation results in a recommendation or decision to terminate an individual, the Executive Director Manager has the right to terminate the employee if he or she deems such a step necessary, but only with the explicit concurrence of the District Administrator and the Board President. If the Board President cannot be reached, the Board Vice President may be consulted.   


Section 10:  Risk Assessment
Following the risk-based approach that the District has adopted management believes that the potential risks to the District are in the following areas.  We have analyzed the risk and suggested steps to lower or prevent the risk.

Expenditures
Possible risk:  
An employee could buy products for personal use (possible examples include printer ink cartridges, gas, mileage, kitchen and office supplies) and charge them to the District through the reimbursement process, CalCard or petty cash.  
Management suggestion to address risk:  All receipts will be turned in with the employee’s name, date, amount, item purchased and purpose (by identifying the associated contract or account #) on the receipt.  For gas purchases the vehicle and odometer reading will be listed on the receipt. As of May 2009 an NRCS mandate requires all users of NRCS vehicles to keep a record of every driving event in a log book that is stored in the vehicle.

Payroll/Misuse of Time
Possible risk:  The nature of the work at the District means that most employees are self-supervised and often work outside of the office.  Staff could spend time for personal use while charging time to a District related task. 
Management suggestion to address with risk:  Personal business conducted during work hours, such as personal phone calls, errands, tasks, etc., should be limited to an employee’s allotted break, lunch time, or vacation hours.  Personal business extending beyond these breaks should be accounted for with the use of vacation time.  Management conducts a weekly timekeeper check on all timecards.  If misuse is suspected management will scrutinize and monitor use of time more closely. In October 2008 the RCD initiated the use of electronic timesheets.  Once they have been printed out, signed and turned in to the timekeeper any changes to the timesheets must be initialed by the employee in front of the timekeeper or District Administrator. 

Unauthorized use of District/Natural Resources Conservation Service (NRCS)vehicles
Possible risk:  Use of District/NRCS vehicles for personal errands.
Management suggestion to address risk:  All staff understands that the use of District/NRCS vehicles is for District related tasks only.  Whenever a vehicle is needed the employee places their name on the Vehicle Sign-out Calendar.  The keys to all vehicles are kept in an NRCS office. Also, as of May 2009 an NRCS mandate requires all users of NRCS vehicles to keep a record of every driving event in a log book that is stored in the vehicle.

Misuse of Software
Possible risk:  An employee could borrow software purchased by the District and download it for personal use.
Management suggestion to address risk:  The District has a software use and purchase policy.  All software is kept in a locked file cabinet.  All employees are made aware that District owned software is exclusively for District use.

Misappropriation of funds or impropriety in the handling or reporting of money or financial transactions.
Possible risk:  An employee (most likely bookkeeper or management) could misrepresent the use of funds, reporting of funds and financial transactions.
Management suggestion to address risk:  The District Board appointed a Standing Finance Committee (February, 2009) to provide the highest level of management oversight related to financial operations.  The committee meets quarterly and reports to the Board monthly. Part of the responsibilities of the committee include: Recommending the auditor to the board for approval; perform regular, in-depth reviews of the District’s financial activity; oversee the development of the annual budget, meet with the independent auditor for a pre-audit meeting and post-audit meeting, review financial policies on an annual basis. 

Conclusion
Management believes that by following the steps listed above that we have lowered the risk of fraud to the District.
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